EXHIBIT 6.3

SECURITY REQUIREMENTS

SECURITY REQUIREMENTS

1.
CONTRACTOR REQUIREMENTS


Contractor employees working at or for the Strategic Petroleum Reserve (SPR) must comply with the current Department of Energy (DOE) and SPR Security and Emergency Operations policies and procedures. The Management and Operating (M&O) Contractor DM Petroleum Operations Company Security and Emergency Preparedness Directorate establishes specific security requirements for all SPR sites and the Elmwood Complex. DM Security publishes security requirements in the Security Operation Manual (SOM) and Work Instructions. This includes all initial background checks required to receive a local SPR Badge and a long term Homeland Security Presidential Directive-12 (HSPD) compliant badge. DOE requires that all Contractor employees must show proof of citizenship. It is the Contractor’s responsibility to ensure that Security and Emergency operations are fully integrated into all activities commensurate with analyzed risks. All references to “Contractor” in this summary include Prime Contractors and their subcontractors.


The Contractor is required to designate in writing, one supervisory employee to act as the Contractor Security Representative. The Contractor provides an appointment letter to the Government Representative, Construction Management Technical Representative (CMTR), or Subcontract Manager Technical Representative (SMTR), which ever is applicable, who will distribute one copy to the DM Site Security Specialist (SSS) or DM Security and Emergency Preparedness Directorate in New Orleans within 10 calendar days after the effective date of the Notice to Proceed or contract award. The Contractor Security Representative serves as the liaison between the Contractor and DM Security to ensure that all SPR security requirements are followed.


Contractor personnel who are on SPR sites or in SPR leased-buildings must comply with DOE Order 1450.4, “Consensual Listening-In To or Recording Telephone/Radio Conversations.” This Order establishes DOE Policy concerning monitoring and recording telephone conversations. No communications or discussions will be recorded without the concurrence or notification of all parties involved. The Contractor Security Representative must indicate to the Government Representative, CMTR, or SMTR that a recording is being made. If a requirement exists to monitor any calls for any purpose, the Contractor must obtain approval according to the Order. The SPR does record one telephone number at the Security Control Desk and radio communications at each site for emergencies.  

 2.
SPR BADGES

A. Local SPR Badge Requirements 

(1) A pre-badging investigation must be conducted on all Contractor personnel (U.S. citizens and foreign nationals) working at or for the SPR, unless the individual has previously been approved by another DOE facility with authorization by DOE or DM Personnel Security. The forms require consent to a social security number and a criminal record background check.

(2) Transfer of a badge from another DOE facility or SPR site is accomplished by obtaining Pre-Badging Investigation Forms or other forms requesting transfer from DM Security. 

(3) All Contractor employees (Foreign and domestic) requiring unescorted access to SPR sites must show country of citizenship.

(4) These documents are processed through DM Security. For those persons contracted to work at  the SPR  for less than 6 months (not requiring access to the SPR Security network, security systems, or Drawdown-critical areas/information), completion of this check with a favorable background check allows the Contractor to be issued a local “No Escort Required” badge for Non-Drawdown critical structures (refer to Paragraph B below).

(5) Employees contracted with the SPR over 6 months, or who require access to the SPR Security Network, security systems, or, Drawdown-Critical areas/information, require Personal Identity Verification (PIV) approval, which complies with HSPD-12  guidelines (refer to Paragraph 3 below).

(6) Foreign nationals must complete the required foreign national paperwork as outlined in Paragraph B. (6) below.

B.
Local SPR Pre-Badging Process


(1)
Contractor personnel working on the SPR will complete a Pre-Badging Investigation Form legibly and in ink.  


(2)
Falsification of the Pre-Badging Investigation Form will result in denied entry to all SPR facilities., Any person who misrepresents their citizenship on the Pre-Badging Investigation Form may be punished by imposition of fine, imprisonment, or both, under 18 U.S.C. 911.  


(3)
Pre-Badging Investigation Forms may be provided to the Contractor at building 850 in New Orleans or at the pre-construction conference.  


(4)
Foreign Nationals also must meet the requirements stated in Paragraph B. (6).  


(5)
U.S. citizens must present proof of citizenship by providing one of the following documents:


(a)
Original Certificate of U.S. Citizenship (birth certification) (INS Form N-560 or N-561), Original Certification of Birth Abroad issued by the Department of State (FS-545 or Form DS-1350).


(b)
Original birth certificate issued by a state, country, municipal authority, or outlying possession of the United States bearing an official seal.


(c)
Certificate of Naturalization (INS Form N-550 or N570).


(d)
U. S. Passport.


(6)
At the same time the Pre-Badging Investigation Form is completed, DM Security will give the Contractor the Safeguards and Security Initial Security Briefing which summarizes SPR security responsibilities (pages 14 - 22).  


(7)
Contractors will provide the Pre-Badging Investigation Form (pages 12 - 13) and signed Initial Security Briefing agreement, which states that the employee will comply with security regulations, to DM Security at least 15 working days before the employee begins assignment.


(8)
The Pre-Badging Investigation consists of a social security number search, local law enforcement checks for where the individual has lived during the past 7 years, and the location where the individual is currently working.  


(9)
An interruption over 120 days in SPR Contractor employment requires resubmitting a completed Pre-Badging Investigation Form.  


(10)
The DM SSS notifies the Contractor Security Representative of the results of Pre-Badging Investigations.


C.
If the Contractor employee received an unfavorable investigation report, the Contractor is disapproved for a badge and immediately denied entry to the site. The following activities are causes for disapproval: 


(1)
Felony arrest and conviction within the last 5 years;


(2)
Violent misdemeanor arrest and conviction within the last 5 years;


(3)
Drug sale arrest and conviction within the last 5 years;


(4)
Drug possession arrest within the last 2 years;


(5)
Pending charges, active warrant, or deferred adjudication regarding any issues in 1 - 4 above;


(6)
Probation or parole regarding any issues in 1 - 4 above or nolo contendere plea thereto;


(7)
“Driving under the Influence” within the last 2 years – conditional approval subject to any state driving restrictions or requirement to drive on site.


(8)
Pattern of disruptive or untrustworthy behavior; 


(9)
The individual is or is suspected of being a terrorist;


(10)
The individual has deliberately omitted, concealed, or falsified relevant and material facts from any Questioner for Non-Sensitive Positions (SF-85), or similar form used in the determination of eligibility for a DOE Security Badge;


(11)
The individual has presented false or forged identity source Documents;


(12)
The individual has been barred from Federal Employment.


D.
Contractors disapproved for a badge and denied entry to any SPR Site, may submit a justification letter to the DM Security and Emergency Preparedness Directorate Personnel Security Manager within three working days of the issuance of the notice denying access to the SPR. If the DM Personnel Security Manager approves the justification letter, the Contractor will be issued an “Escort Required” badge and must remain escorted by a picture-badged Contractor employee at all times. If the DM Personnel Security Manager disapproves the request or if the Contractor chooses not to submit a letter justifying the continued need for access, the denied entry to the SPR will remain in force. 


E.
U.S. Citizen Contractor personnel working at the SPR with a pending pre-badging investigation will be issued an “Escort Required” badge in a florescent colored holder upon entering the site. They will also be issued a card that describes escort responsibilities. These individuals must furnish one pictured or two non-pictured means of identification each time when requesting an “Escort Required” badge.  

1) Personnel must wear the “Escort Required” badge in the issued holder on either arm on their outer garment and ensure that it is visible at all times. They must also carry the card which describes escort duties on their person at all times.  

2) The “Escort Required” badges, the florescent colored holder, and the card which describes escort duties must be returned upon exiting the site.

3) Employees who have a badge, have been approved to receive a badge, and/or are entered into the Entry Control List (ECL) may serve as escorts for “Escort Required” individuals. This is their primary responsibility and they must remain with their assigned escort at all times. The escort assumes full responsibility for the “Escort Required” individual, to include all aspects of safety, and will remain in close enough proximity to ensure positive control and have the ability to immediately contact that individual at all times. When transferring escort duties, it is the escort’s responsibility to ensure that the new escort is qualified and properly briefed on all pertinent issues, particularly safety, before leaving the area. If an “Escort Required” visitor is observed separated from the escort, the person who observes this should notify the Protection Force immediately so they can assume custody of the visitor until the escort is contacted and reunited with the visitor.

4) The Protective Force will stop, identify, and escort to the main gate any individual found on the site with​out a badge or not being escorted as required. Additionally, the Protective Force will conduct random checks of persons who possess an “Escort Required” badge to verify they are not in an area that was not pre-approved for their job on the site.  

5) Contractor personnel who are assigned “Escort Required” badges will not be allowed access to critical infrastructure without PIV-Approved SPR employees.

6) Five is the maximum number of “Escort Required” personnel that one person may escort at any time, unless the escorted personnel are in a single vehicle such as a van or bus, or in a classroom setting for meetings/instruction. Escorts are authorized to lead multiple contract vehicles (convoy) to their authorized work location on SPR facilities upon completion of a 100% Security inspection of contractor vehicles and personnel, and verbal confirmation from Security that those inspections are complete and satisfactory. There must be an escort in the front and rear of these convoys if there are more than five vehicles involved. Personnel must coordinate with the SSS to obtain the prior approval of the Senior Site Representative (SSR) and the Site Director (SD) or their designee, for a temporary change to the escort ratio. The SSS will maintain written documentation of that approval.


F.
A Contractor whose sole purpose on site is to deliver material or service equipment will be eligible for an “Escort Required” badge if he or she provides proper picture identification and if the Contractor confirms that the individual is authorized to enter the site.  


(1)
The Contractor is responsible to provide an escort the entire time that “Escort Required” personnel are on site. The Contractor escort must:

a) Maintain positive control of their escort at all times while on site. Positive control is defined as remaining in close enough proximity to ensure positive control and have the ability to immediately contact that individual at all times. 

b) Notify personnel within the effected work area that an “Escort Required” individual is in that area;

c)
Ensure escorted personnel do not enter into unauthorized areas;

d)
Ensure that escorted personnel return to the access control point upon completion of their work and turn in all issued badges and passes.


(2)
All deliveries to SPR facilities should be accomplished by US citizens, unless advanced approval is solicited and processed for a foreign national delivery person.  Delivery service personnel that are citizens of a foreign nation may be issued a “Foreign Visitor Escort Required” badge provided all Foreign National Visit and Assignment documentation is completed and the foreign national is not a citizen of a sensitive country, or a country identified as a state sponsor of terrorism. The DOE Senior Site Representative or the SEOD Director must approve the visit request from the foreign national. 


G.
The SPR will charge the Contractor $250.00 for each SPR/HSPD-12 badge issued to a Contractor employee that is not returned prior to issuance of the Contractor’s final invoice upon contract completion. The Contractor will make arrangements with DM Security for the return of all security-related items issued to Contractor personnel such as SPR/HSPD-12 badges, parking decals, florescent arm bands, and proximity wafers prior to submission of the Contractor’s final invoice.


H.
When lost or not returned security-related items are identified, the Contractor Security Representative will be notified to retrieve the missing security-related items. The Contractor Security Representative shall ensure that action is taken to recover and return the security-related items or that proper restitution is made before contract closeout.

3.
SPR PIV-Approved Badge (U.S. Citizens Only)

A.
Contractor employees that will work at a SPR facility in excess of 6-months or who will require access to the SPR security network, security systems, or Drawdown-critical areas/information will require a National Agency Check with Inquiries (NACI). The employee will also enroll and activate their HSPD-12 compliant badge in the Federal Government USA access system, and enroll into the SPR Access control system. For additional details, see SPRPMO Order 206.4. The Contractor is responsible for ensuring that the employee completes all forms online and obtains a valid individual email address. PIV processing includes completion of the following:

· One print of the completed E-QIP SF-85 form with the two signature pages signed/dated, preferably in blue ink;

· Declaration for Federal Employment (OF-306), with 1 through 17a completed;

· Employment Eligibility Verification (IRS Form I-9), with Part 1 completed. (The SSS will complete Parts 1 and 2 and verify the two appropriate identity documents, i.e., a valid State driver’s license or State identification card and his/her social security card). If one of these two documents is not available, the Applicant will provide a certified copy of his/her birth certificate to substitute for the unavailable document;  

· A photocopy of the Applicant’s DOE badge (if applicable);

· Fingerprint cards (2 each) by the Registrar Designee (SSS) or through electronic processing.


B.
The Government Representative, CMTR, or SMTR will have each Contractor and subcontractor employee complete a Questioner for a Non-Sensitive position, SF-85 and the Declaration for Federal Employment, OF 306, Items 1, 2, 8 through 13, 16, & 17a.


C.
The Contractor employee will personally present the DOE Registrar or Registrar designee all documentation to include two original forms of identification described on the Form I-9 also found at: http://uscis.gov/graphics/formsfee/forms/files/i-9.pdf. 


D.
The employee must also be fingerprinted by DM Security for inclusion in the request package.


E.
Once the SPRPMO Registrar receives the SF 85, and OPM Optional Form (OF) 306, it will take approximately 90 working days to complete the initial National Agency Check (NAC).  


F.
If the NACI is favorable, the employee will receive notification from the HSPD-12 Administrator to schedule an appointment with any USAccess Credentialing Center to complete enrollment. Once the HSPD-12 badge is received, the employee will then schedule a time with Security to get that badge activated.  HSPD-12 badges are good for 5 years; however, before the end of the three-year mark, the employee will be required to update the certificate on the badge.  This can be accomplished at any SPR site after coordination with the site security specialist.  


G.
If the NACI is unfavorable, the Contractor employee may appeal in accordance with Department of Energy Notice 206.4. 

4.
SECURITY PLAN

A security plan may be developed for special situations or circumstances which would include, but not be limited to Contractor work activities such as establishment of a construction zone, removal of sections of protection fences or barriers, or require disabling or modification of the physical protection system that requires alternate measures or deviation from normal security procedures. Under normal circumstances, notification of the start and planned duration of these activities by the Contractor should be submitted to DM Security and the SSS a minimum of five working days prior to the start of work. A security plan will be developed by the DM SSS in accordance with Security Operations Manual (SOM) ASI5600.0, Special Designated Security Area, and coordinated with the Contractor and site management for approval. Minimum requirements for the security plan include the following:

A. Location of the work area;

B. Purpose or requirements justifying departure from normal provisions;

C. Access list completed in Vehicle/Visitor Register format to be used for daily access;

D.
Escort procedures;

E. Area limitations or demarcation;

F.
Operational hours, proposed start date and duration of project;

G.
Special provisions for access or transportation.

5.
ENTRY AND CIRCULATION OF CONTRACTOR PERSONNEL


During the performance of the contract and once the prerequisites are met, Contractor employees have the right to enter and exit through designated gates at the SPR facility where work under this contract is being performed. Prerequisites to unescorted site access are not limited to requirements contained in this summary. Other prerequisites such as Environment, Safety and Health Awareness Training may also be required. 

Prohibited Articles Definition

Prohibited articles are those items, whether legal or illegal, that will not be allowed onto DOE property. Title 10 CFR Part 1048.4 Unauthorized introduction of weapons or dangerous materials states: “Unauthorized carrying, transporting, introducing or causing to be introduced into or upon an SPR facility or real property subject to this part, of a dangerous weapon, explosive or other dangerous material likely to produce substantial injury or damage to persons or property, is prohibited.” Note: real property includes the SPR parking lots. Prohibited articles found during vehicle search or during the portal inspection process (specifically those Instruments or material likely to produce substantial injury to persons or damage to persons or property) will require officers to immediately detain those personnel (including all passengers) pending investigation. 

Prohibited Articles

Strategic Petroleum Reserve Policy prohibits the items listed below. All personnel, packages, and vehicles are subject to search. Violators are subject to detention, fine, arrest and/or imprisonment. Prohibited articles include any item prohibited by law, and;

· Weapons – includes firearms, ammunition and knives with blades exceeding 4 inches

· Explosive or incendiary devices 

· Controlled Substances unless prescribed by a physician

· Pets and animals unless a guide dog

· Alcohol

Authorized entry of Prohibited Articles  

There may be instances when a prohibited article can be introduced onto SPR property with proper authorization for purposes such as for training or work/tool-related reasons. In those instances authorization is obtained prior to the introduction of the prohibited article. An authorization letter is signed by the Site Director or his designee and submitted to the Protection Force (PF) for posting at the entry portal in the Entry Control List (ECL). The document will provide details of the prohibited article and the purpose and length of time the article is authorized within SPR property.


The protective force, under the direction of the DM Security Manager, controls entry into SPR facilities. Denial for cause or reasonable delay of entry is not considered sufficient grounds for any contract performance delay claim. 

 6.
CITIZENSHIP


The Contractor is responsible for notifying the Government Representative, CMTR, or SMTR of any permanent resident alien or non-immigrant alien Contractor personnel. The Contractor Security Representative shall ensure completion of the required paperwork for foreign nationals. Lead time for foreign nationals is between 15 and 45 days in advance of the contract start date. The Government Representative, CMTR, or SMTR will obtain the necessary lead-time determination and forms from DM Security. Each foreign national must have a U.S. host who is sponsoring the foreign visitor or assignee. The host may be an approved DOE, Prime Contractor, or other Contractor employee. The host must complete all prerequisites. 

Foreign nationals who are proposing visits/assignments to an SPR facility must complete additional foreign national visit request forms. Depending on the length and type of visit, submittal of the following forms may be required:

· Foreign National Visit Request/Assignment Request;

· Foreign National Instruction Briefing;

· Pre-Badge Forms and documents (described in Paragraphs 2. A and 2. B);

· International Release Form.

The individual must receive authorized approvals for appropriate badging determination in accordance with the SPR foreign Visits and Assignments Program.

7.
REPORTING CRIMINAL OR SUSPICIOUS ACTIVITIES


During this contract, the Contractor is responsible for reporting to the Government Representative, CMTR, or SMTR any violation of law, loss of security, or incident of security concern. Examples of matters to be reported include any loss of Government-owned tools or equipment, sabotage, or vandalism (known or suspected). 

8.
CONTRACTOR SECURITY AND PROTECTION OF WORK

The presence of DM Security as described above in no way relieves the Contractor of the responsibility for providing security for work performed on behalf of the government. The Contractor and Contractor employees are responsible for the protection and reporting of unattended government information, including all classified information and information marked as Official Use Only (OUO), Unclassified Controlled Information (UCI), Unclassified Controlled Nuclear Information (UCNI) and Sensitive but Unclassified Information (SBU).  Each individual is directly responsible for following security requirements and contributing to the security of the SPR mission, workers and workplaces. 

The Government assumes no responsibility for the Contractor’s parking and laydown yard and offsite work. The Government assumes no liability for material, tools, or equipment lost or damaged, or for any damage to installed work before its acceptance by the Government. The Contractor must make good all damages without delay and without expense to DOE. The Contractor shall fulfill the following responsibilities to protect equipment and work: 


A.
Protect and preserve all materials, supplies, and equipment (including Government-furnished property), and safeguard work performed until it is accepted by the Government;


B.
Ensure that the integrity of the work area is maintained;


C.
Ensure that protective measures do not interfere with SPR operations. (These measures must be acceptable to the Government in all cases.)

9.
VEHICLE PERMITS


The SPRPMO policy is that private cars are not authorized on SPR sites.  Company cars going on site must be used performing work that requires a vehicle, must be kept to a minimum, pass a 100 percent inspection, and are approved by the Site Director or his designee. The Government Representative, CMTR, or SMTR through the M&O Contractor, determines site parking privileges on site. If parking is allowed, the Government Representative, CMTR, or SMTR will designate parking areas for the number of Contractor vehicles that can be accommodated on site, otherwise vehicles will be parked off site. Vehicles entering the site must be properly licensed, inspected, and insured as required by state law. The operator of the vehicle entering the site must show a valid state driver’s license and a copy of a current insurance certificate for insurance covering the site. 


Temporary Vehicle Registration cards, Vehicle Decals or Temporary Vehicle Passes may be issued for Contractor vehicles requiring entry to site areas. The SSS issues Temporary Vehicle Registration cards/Vehicle Decals for contract duration after completion of a Vehicle Registration form. The Temporary Vehicle passes are returned daily upon the Contractor’s departure from the site, and the Temporary Vehicle Registration Cards/Vehicle Decals are returned at the completion of the contract.

All commercial vehicles that enter the SPR site are required to be marked vehicles (GSA vehicles with U.S. Government plates are exempt from these requirements). “Commercially Marked” vehicles are those that display company identification markings/decals/banners/signs indicating their company assignment and affiliation. ”Unmarked Vehicles” are those personal or rental vehicles that have no markings to indicate company affiliation. 

The Entry Control Officer (ECO) will maintain magnetic signs consisting of a plain white background with black block letters with the word “CONTRACTOR” that will be attached to the sides of vehicles.

In absence of Contractor signage on Contractor vehicles, the ECO will issue a set (one sign for each side of the vehicle) of magnetic “CONTRACTOR” signs to any Contractor operating an unmarked vehicle that is approved for site access.

The magnetic signs and the SPR issued vehicle access pass will be retrieved by the ECO and the Vehicle/Visitor Register updated when the vehicle departs the site.


The Contractor Security Representative must submit a listing of personal and company vehicles used for contract purposes on site to the Government Representative, CMTR, or SMTR for local DM Security. 

NOTICE AND ACKNOWLEDGMENT

[IMPORTANT – PLEASE READ CAREFULLY BEFORE SIGNING ACKNOWLEDGMENT]

NOTICE REGARDING BACKGROUND INVESTIGATION

DM Petroleum Operations may obtain information about you from a consumer reporting agency for employment purposes.  Thus, you may be the subject of a “consumer report” and/or an “investigative consumer report” which may include information about your character, general reputation, personal characteristics, driving record, and/or mode of living, and which can involve personal interviews with sources such as your current and past employers, friends, or associates.  These reports may be obtained at any time after receipt of your authorization and, if you are hired, throughout your employment.  You have the right, upon written request made within a reasonable time after receipt of this notice, to request disclosure of the nature and scope of any investigative consumer report.  Please be advised that the nature and scope of the most common form of investigative consumer report obtained with regard to applicants for employment is an investigation into your education and/or employment history conducted by EmployeeScreenIQ, PO Box 22627, Cleveland, OH 44122-0627, 1-800-235-3954.  The scope of this notice and authorization is all-encompassing, however, allowing DM Petroleum Operations to obtain from any outside organization all manner of consumer reports and investigative consumer reports now and, if you are hired, throughout the course of your employment to the extend permitted by law.  As a result, you should carefully consider whether to exercise your right to request disclosure of the nature and scope of any investigative consumer report.  

New York & Maine applicants or employees only:  You have the right to inspect and receive a copy of any 

Investigative consumer report requested by the Employer by contacting EmployeeScreenIQ directly.  

ACKNOWLEDGMENT AND AUTHORIZATION

I acknowledge receipt of the NOTICE REGARDING BACKGROUND INVESTIGATION and A SUMMARY OF YOUR RIGHTS UNDER THE FAIR CREDIT REPORTING ACT and certify that I have read and understand both of those documents.  I hereby authorize the obtaining of “consumer reports” and/or “investigative consumer reports” at any time after receipt of this authorization and, if I am hired, throughout my employment.  To this end, I hereby authorize, without reservation, any law enforcement agency, administrator, state or federal agency, institution, school or university (public or private), information service bureau, employer, or insurance company to furnish any and all background information requested by EmployeeScreenIQ, another outside organization acting on behalf of DM Petroleum Operations itself.  I agree that a facsimile (“fax”) or photographic copy of this Authorization shall be as valid as the original.

Minnesota and Oklahoma applicants or employees only:  Please check this box if you would like to receive a copy of a Copy of a consumer report if one is obtained by the Company.  

California applicants or employees only:  By signing below, you also acknowledge receipt of the NOTICE REGARDING BACKGROUND INVESTIGATION PURSUANT TO CALIFORNIA LAW.  Please check this box if you would like to Receive a copy of an investigative consumer report or consumer credit report if one is obtained by the Company at no Charge whenever you have a right to receive such a copy under California law. 

The following is for identification purposes only to perform the background check and will not be used for any other purpose:

_____________________________     _____________________________________________________

DATE
PRINT NAME


____________________________________________________________


SIGNATURE OF EMPLOYEE OR PROSPECTIVE EMPLOYEE


____________________________________________________________


SOCIAL SECURITY NUMBER


____________________________________________________________


Date of Birth (For Background Purposes Only)


___________________________________________________________


Drivers License Number
State

Current Address:

_________________________________________________________________________________________

Previous Addresses (Last 7 years):

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Any other names I have been known by (including maiden name):

______________________________________________________________________________________________________________________________________________

PROPRIETARY INFORMATION

STRATEGIC PETROLEUM RESERVE

AUTHORITY TO RELEASE INFORMATION

PRE-BADGING INVESTIGATION

TO WHOM IT MAY CONCERN
I HEREBY AUTHORIZE ANY AUTHORIZED REPRESENTATIVE OF THE STRATEGIC PETROLEUM RESERVE BEARING THIS RELEASE, OR COPY THEREOF, WITHIN 60 DAYS OF ITS DATE, TO OBTAIN ANY INFORMATION RELATING TO MY ACTIVITIES FROM PUBLIC RECORDS INCLUDING RECORDS OF CRIMINAL CONVICTIONS AND SOCIAL SECURITY NUMBER VERIFICATION. 

I HEREBY REQUEST YOU TO RELEASE SUCH INFORMATION UPON REQUEST OF THE BEARER.  THIS RELEASE IS EXECUTED WITH FULL KNOWLEDGE AND UNDERSTANDING THAT THE INFORMATION IS FOR THE OFFICIAL USE OF THE STRATEGIC PETROLEUM RESERVE.

I HEREBY RELEASE YOU, AS THE CUSTODIAN OF SUCH RECORDS, FROM ANY AND ALL LIABILITY FOR DAMAGES OF WHATEVER KIND, WHICH MAY AT ANY TIME RESULT TO ME, MY HEIRS OR ASSIGNS, FAMILY OR ASSOCIATES, BECAUSE OF COMPLIANCE WITH THIS AUTHORIZATION AND REQUEST TO RELEASE INFORMATION, OR ANY ATTEMPT TO COMPLY WITH IT.  SHOULD THERE BE ANY QUESTIONS AS TO THE VALIDITY OF THE RELEASE, YOU MAY CONTACT ME AS INDICATED ON THIS FORM.

PRIVACY ACT STATEMENT

PURPOSES AND USES

INFORMATION PROVIDED ON THIS FORM WILL BE FURNISHED TO INDIVIDUALS IN ORDER TO OBTAIN INFORMATION REGARDING YOUR ACTIVITIES IN CONNECTION WITH AN INVESTIGATION TO DETERMINE SUITABILITY FOR UNESCORTED ACCESS TO THE STRATEGIC PETROLEUM RESERVE TO PERFORM CONTRACTUAL SERVICE FOR THE FEDERAL GOVERNMENT.  AN INVESTIGATIVE REPORT RESULTING IN SUBSTANTIAL DEROGATORY INFORMATION OR CRIMINAL HISTORY WILL RESULT IN DISAPPROVAL FOR BADGING AND AN IMMEDIATE DENIED ENTRY UNTIL PRE-BADGING PREREQUISITES ARE MET.  THE INFORMATION OBTAINED MAY BE FURNISHED TO THIRD PARTIES AS NECESSARY IN THE FULFILLMENT OF OFFICIAL RESPONSIBILITIES.

EFFECTS OF NONDISCLOSURES

AUTHORIZING THE RELEASE OF THE REQUESTED INFORMATION IS VOLUNTARY, BUT YOUR FAILURE TO AUTHORIZE THE RELEASE OF THE INFORMATION OR INABILITY OF THE STRATEGIC PETROLEUM RESERVE TO OBTAIN ALL OR PART OF THE INFORMATION WILL RESULT IN DENIED ACCESS TO THE STRATEGIC PETROLEUM RESERVE.

PRINT FULL LEGAL NAME




LAST
FIRST
MIDDLE
(Jr., Sr., etc.)

EMAIL ADDRESS


TELEPHONE NO. 




EMPLOYER






INDIVIDUAL REQUESTING INVESTIGATION ______________________TELEPHONE NO. ____________
INDIVIDUAL VERIFYING CITIZENSHIP 


SUBCONTRACTOR MANAGER TECHNICAL REPRESENTATIVE




CONTRACT ISSUED FOR
 FORMCHECKBOX 
 SINGLE SITE
 FORMCHECKBOX 
 MULTIPLE SITES
CONTRACT NO.


CONTRACT EXPIRATION DATE
  SITE REQUESTED FOR BADGING

NEW ORLEANS SECURITY USE ONLY
INDIVIDUAL IS:
 FORMCHECKBOX 

APPROVED FOR BADGING
 FORMCHECKBOX 

DISAPPROVED FOR BADGING

SIGNATURE






DATE




OSF84-0121 8/84 REV. 5/03
DISTRIBUTION:  GREEN:  M&O N.O. SECURITY/ WHITE:  SITE SECURITY

PROPRIETARY INFORMATION

THIS FORM MUST BE COMPLETED LEGIBLY AND IN INK
ADDRESSES:  LIST ALL ADDRESSES FOR LAST 7 YEARS BEGINNING WITH THE PRESENT ADDRESS.

DATE

FULL HOME ADDRESS


FROM
TO

(MO/YR)
(MO/YR)



-
 PRESENT 




STREET ADDRESS

CITY
COUNTY/PARISH
STATE
ZIP CODE



-






STREET ADDRESS

CITY
COUNTY/PARISH
STATE
ZIP CODE



-






STREET ADDRESS

CITY
COUNTY/PARISH
STATE
ZIP CODE



-






STREET ADDRESS

CITY
COUNTY/PARISH
STATE
ZIP CODE



-






STREET ADDRESS

CITY
COUNTY/PARISH
STATE
ZIP CODE

SOCIAL SECURITY NUMBER

PERSONAL INFORMATION

	DATE OF BIRTH 

	CITY/STATE
OF BIRTH  


	COUNTRY OF
CITIZENSHIP

	NOTE:
NATURALIZED CITIZENS MUST PRODUCE NATURALIZATION PAPERS FOR REVIEW

	
	CERTIFICATE NO._____________________ DATE____________


EMPLOYER
AREA CODE 
  TELEPHONE NO.

NAME OF COMPANY

ADDRESS


CITY
STATE                     ZIP CODE

POSITION






SUPERVISOR

HAVE YOU BEEN ARRESTED, CHARGED, OR CONVICTED OF A MISDEMEANOR OR FELONY (EXCLUDING TRAFFIC VIOLATIONS) WITHIN THE LAST FIVE (5) YEARS?  (FAILURE TO ANSWER TRUTHFULLY WILL RESULT IN DISAPPROVAL FOR BADGING.)
 FORMCHECKBOX 
 YES   FORMCHECKBOX 
 NO
IF YES, PROVIDE COUNTRY/PARISH AND STATE.COUNTY/PARISH _______   STATE _________
SIGNATURE IN FULL




DATE






FIRST, MIDDLE, LAST

OF84-0121.1 8/84 REV. 5/03

DISTRIBUTION:  GREEN:  M&O N.O. SECURITY WHITE:  SITE SECURITY
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OBJECTIVE

The objective of this briefing is to inform permanent Strategic Petroleum Reserve (SPR) employees of their security responsibilities and to promote continuing awareness of good security practices.  This briefing provides employees with a general knowledge of the following content when working in a security-conscious environment:  

· overview of the DOE facility/organization’s mission;

· overview of facility/organization’s major S&S program responsibilities; 

· access control; 

· escort procedures; 

· protection of Government property and badge procedures; 

· identification of controlled and prohibited articles; 

· protection of unclassified controlled information; 

· procedures for reporting incidents of security concerns (e.g., attempts to gain unauthorized access to classified information or matter); and

· identification of classification markings 

MISSION/PURPOSE OF THE SPR

The SPR is a National Critical Infrastructure and Key Asset of economic and geopolitical value to the U.S. The purpose of the SPR security program is to provide reasonable assurance that the SPR can conduct crude oil flow and drawdown operations when confronted by malevolence. All operations within the SPR will be delivered in a safe, secure, environmentally responsible and cost effective manner.  

PROGRAM RESPONSIBILITY

The SPR integrates security into management and work practices at all levels so that missions, including protecting DOE assets and Government property, are accomplished safely and securely in compliance with DOE O  470.4-B, “Safeguards and Security Program.”  The security services subcontractor implements access control for the SPR.  Personnel effectively implementing these programs and procedures are the keys to a quality security program.

Permanent SPR employees are required to read this briefing, and then sign the acknowledgment page. The signed acknowledgment page serves as official documentation of completion of this briefing.  

THREAT OVERVIEW

The SPR is a prime target for sabotage.  It is a unique facility possessing both national security and economic considerations.  Although SPR facilities have had few major incidents, potential internal and external threats still exist at the SPR.  While the motives of the internal threat may not be as complex as those of foreign terrorist organizations, the possibility exists for serious damage to government property and personal injury, such as letter bombs, truck bombs, and sabotage, murder, assault, social engineering, and property crimes.  All SPR employees play a vital role in the security of the SPR.  Any unusual occurrence must be immediately reported to Security.

ACCESS CONTROL/BADGE PROCEDURES

The Access Control Program is designed to allow only authorized personnel access into designated SPR areas.  Employees must receive an approved investigation before being permitted unescorted access to the SPR.  The DOE security badge is used to identify personnel for access control on the SPR.  Entry authorization to SPR facilities is authenticated by the card readers, which validate site

access of the badged individual and automated call-up of the badge holder’s personal information and photo. Identification badges are issued to SPR personnel only after a favorable investigation has been completed. The following procedures apply to DOE badged employees:

1. Wear the DOE security badge, in plain view on the front of the outer garment between the neck and waist, while on SPR property.

2. The DOE security badge may not be used for identification purposes outside the SPR.

3. Immediately report a lost or stolen badge to the protective force or M&O Security.

4. Apply for a new badge upon a significant change in facial appearance (beard growth/removal, substantial weight loss/gain, etc.) or a name change.

5. Challenge anyone not wearing a badge on SPR facilities and report the individual to the protective force.

6. Do not place pins, buttons, or decals on or through the badge.

7. Remove the badge when leaving a SPR facility.

8. Return the badge to the entry control officer upon termination of employment or a leave of absence.

SPR VISITORS/ESCORT PROCEDURES

SPR visitors must register at the entry control point and must be sponsored and escorted by a permanently badged SPR employee. Visitors who are United States citizens must present one pictured or two non-pictured means of identification. Employees who have a badge, have been approved to receive a badge, and/or are entered into the Entry Control List (ECL) may serve as escorts for “Escort Required” individuals. This is their primary responsibility and they must remain with their assigned escort at all times. The escort assumes full responsibility for the “Escort Required” individual, to include all aspects of safety, and will remain in close enough proximity to ensure positive control and have the ability to immediately contact that individual at all times. When transferring escort duties, it is the escort’s responsibility to ensure that the new escort is qualified and properly briefed on all pertinent issues, particularly safety, before leaving the area. If an “Escort Required” visitor is observed separated from the escort, the person who observes this should notify the Protection Force immediately so they can assume custody of the visitor until the escort is contacted and reunited with the visitor.

PROTECTION OF GOVERNMENT PROPERTY

The Property Protection Program provides assurance that personnel, property, and resources of the SPR are protected from theft, diversion, industrial sabotage, espionage, unauthorized access and control. This protection is provided through the implementation of all security program elements and the property program which catalogs, inventories, and controls government property on the SPR.  Security supports the property program by close coordination in the review of lost and damaged equipment reports for signs of theft or intentional damage to government property. If wrongdoing is suspected, an investigation is conducted and, if required, turned over to law enforcement for further investigation or prosecution.  

While measures are in place for protecting personal and government property from theft, each employee has an individual responsibility to protect property within their control. Items that are easily stolen, such as laptop computers, calculators, cameras, and radios, should be secured when not in use.

PROHIBITED ARTICLES

Strategic Petroleum Reserve Policy prohibits the items listed below. All personnel, packages, and vehicles are subject to search. Violators are subject to detention, fine, arrest and/or imprisonment. Prohibited articles include any item prohibited by law, and;

· Weapons – includes firearms, ammunition and knives with blades exceeding 4 inches

· Explosive or incendiary devices 

· Controlled Substances unless prescribed by a physician

· Pets and animals unless a guide dog

· Alcohol

PROTECTION OF UNCLASSIFIED CONTROLLED INFORMATION

The control of unclassified documents provides SPRPMO requirements for the protection of Official Use Only (OUO) information. To be identified as OUO, information must be unclassified and meet both of the following criteria:

a. Have the potential to damage governmental, commercial, or private interests if disseminated to persons who do not need the information to perform their jobs or other DOE-authorized activities.

b. Fall under at least one of eight Freedom of Information Act (FOIA) exemptions (2 – 9).  These exemptions describe types of information whose unauthorized dissemination could damage governmental, commercial, or private interests.  

Additionally, the following rules apply to OUO information on the SPR:

· Access to OUO information is granted on a valid need-to-know basis

· OUO documents are properly marked with the words, “Official Use Only” on the bottom of each page of the document containing OUO information

· Unattended OUO material is stored out of sight when not in use or person enters the area without the need-to-know 

· OUO documents are placed in a double-wrapped envelope when transmitted through the U.S. mail 

· OUO documents are shred prior to discarding or placed inside the locked shred bins located throughout the SPR

The SPR creates and maintains Unclassified Controlled Information. Unclassified Controlled Information is information for which disclosure, loss, misuse, alteration, or destruction could adversely affect national security or governmental interests. National security interests are those unclassified matters that relate to the national defense or foreign relations of the U.S. Government.  

SPR Unclassified Controlled Information is categorized as governmental interests. Governmental interests are those related, but not limited to the wide range of government or government-derived economic, human, financial, industrial, agriculture, technological, and law-enforcement information, as well as the privacy or confidentially of personal or commercial proprietary information provided the U.S. Government by its citizens. This type of information may not be published on the Internet.

REPORTING SECURITY INCIDENTS/CONCERNS

Any security incident in which the security of the SPR is jeopardized should be immediately reported to the protective force, the individual’s supervisor, and the site security specialist (at the sites).  Examples of these incidents include, but are not limited to the following: suspicious incidents, theft or misuse of government property, assaults, bomb threats, the introduction of prohibited articles on SPR property, or attempts to gain unauthorized access to sensitive or classified information.

IDENTIFICATION OF CLASSIFICATION MARKINGS

Secret and Confidential levels of National Security Information and Restricted Data are handled and stored by the SPR.  All documents are protected according to DOE Orders and policies. The documents are marked either Secret or Confidential at the top and bottom of the cover sheet and on each page of the document.  The protection strategy limits access to this information through application of the access authorization program, need-to-know determination, positive personal identification and access control, intrusion detection, and an armed response capability. If any SPR employee discovers classified material that is not properly secured, the employee must take control of the material and contact the Security Department immediately.  

PERSONAL IDENTITY VERIFICATION (PIV)

The DOE security badge serves as the identification credential for Homeland Security Presidential Directive 12 (HSPD-12) which relates to the secure and reliable identification of DOE Federal and contractor employees. HSPD-12 requirements are being instituted incrementally within DOE beginning with the incorporation of HSPD-12 identity proofing procedures into the current issuance process for DOE security badges. The following instructions apply to all SPR personnel who require a DOE security badge.

1. Security badges can only be issued to individuals whose identity has been verified via:

a. Presentation of two original source documents; and,

b. A completed background investigation.

2. No individual known or suspected by the Government as being a terrorist may be issued a security badge.

3. Expired or invalidated security badges must be immediately revoked and confiscated. 

A request for a security clearance is submitted after it is determined that the duties of a position require access to classified information. A full background investigation is conducted on all personnel who request a security clearance to determine the applicant’s suitability. Security clearances are granted by DOE Headquarters after favorable completion of a thorough investigation by the Office of Personnel Management. SPR employees must report any event that could influence the granting of a security clearance to M&O Security.

SECURITY SERVICES SUBCONTRACTOR

The security services subcontractor is responsible for protecting SPR personnel, equipment, and resources. The protective force consists of uniformed and armed security police officers that enforce access control procedures. They are Federal police officers who possess Federal firearms and arrest authority. Their Federal credentials are issued upon successful completion of required training and receipt of a DOE security clearance. Federal credentials are kept in the security police officer's possession when armed and on duty. Additionally, the protective force maintains a highly trained canine force for use at all SPR sites, including New Orleans. The protective force may deny entry to an SPR facility to anyone not on official business or when that person: 

1. Appears to be under the influence of alcohol or drugs; 

2. Refuses to submit to an inspection;

3. Possesses contraband or prohibited items;

4. Possesses a DOE security badge identified on the Lost Badge List, or Is listed on the Entry Control List as a “Denied Entry”;

5. They do not have identification that proves their identity;

6. The DOE security badge has been modified or the person’s picture does not look like the person in possession of the badge.

VEHICLE CONTROL

Off site parking for personal vehicles is available at each of the SPR sites (excluding New Orleans) for employees and visitors. Under special circumstances, some vehicles are allowed to drive onto an SPR site after approval by the Site Director, or his designee. All vehicles that will be driven onto an SPR site will be searched by the protection force. Vehicles entering an SPR site are required to display appropriate SPR vehicle passes with the following exceptions:

1. U.S. Government vehicles bearing official license plates or markings;

2. Emergency vehicles;

3. Rental vehicles when in use by DOE badged personnel on official business.  (The rental agreement must be displayed on the dashboard while the vehicle is on site.)

Five is the maximum number of “Escort Required” personnel that one person may escort at any time, unless the escorted personnel are in a single vehicle such as a van or bus, or in a classroom setting for meetings/instruction. Escorts are authorized to lead multiple contract vehicles (convoy) to their authorized work location on SPR facilities upon completion of a 100% Security inspection of contractor vehicles and personnel, and verbal confirmation from Security that those inspections are complete and satisfactory. There must be an escort in the front and rear of these convoys if there are more than five vehicles involved. Personnel must coordinate with the SSS to obtain the prior approval of the Senior Site Representative (SSR) and the Site Director (SD) or their designee, for a temporary change to the escort ratio. The SSS will maintain written documentation of that approval.

New Orleans SPR employees who require parking in the reserved parking spaces allotted to the 900 Commerce Road East, 850 South Clearview Parkway, and the New Orleans warehouse complete a Parking Permit Request form. Upon completion of the form, these individuals are issued a proximity wafer. The proximity wafer is used for raising the N.O. parking lot automatic cantilever bar. It is presented to the access control sensor upon entry. Upon exit, vehicles pass over a sensor loop, which activates the outbound cantilever bar.

INSPECTIONS

Personnel and vehicles entering and departing SPR premises are subject to a random inspection by the protective force. Pre-entry contraband inspections are conducted at the entry point to prevent the introduction of contraband and prohibited articles on the SPR. Generally, a prohibited item declared or found will result in a denied entry. If an illegal item is found (e.g. illicit drugs, etc.), the individual will be detained for arrest by local law enforcement. In addition, declaration or discovery of a firearm at the entry point will result in a denied entry. Additionally, the following items are prohibited on/within SPR property/facilities:

· Firearms

· Dangerous Weapons

· Explosives

· Other articles prohibited by law

Incoming and outgoing personnel inspections of up to and including 100 percent may be instituted. When directed, the SSS institutes inspections at the designated rate for incoming and outgoing vehicles and hand-carried items for increased security conditions SPR-wide.

Visitors entering facilities in vehicles or having hand-carried items in their possession must submit to an inspection of the vehicle or hand-carried item.  Refusal to submit to an inspection will result in the denial of the vehicle or hand-carried item from being allowed entry to DOE property.

SECURITY CONDITIONS

The SPR also has developed and maintained an SPR-specific system that incorporates the DHS Advisory System which includes a predetermined set of site-specific defensive measures to be taken at the direction of the DOE project manager to protect against a potential or ongoing threat.  These measures are also progressive in nature and may be applied in unison or selectively to establish the appropriate defensive posture required countering the threat expectation. 

Green.  This security condition indicates normal day-to-day operations.

Blue.  This security condition indicates there is an increased general threat of possible terrorist activity against personnel and facilities (threat low).

Yellow.  This security condition indicates minimum-security conditions required to support SPR operations for Alert Level III in the Drawdown Management Plan (threat medium).

Orange.  This security condition indicates intelligence information identifies hostile elements are actively preparing for action and there is an immediate threat to the SPR (threat high).

Red.  This security condition applies when an attack has occurred or is currently underway (threat critical).

Each security condition may be described with an enhanced level of readiness.  There will be an increase in the state of alertness, coupled with an increase in the frequency of checks of SPR facilities identified as critical for drawdown.

PHYSICAL SECURITY

The Physical Security Program establishes, operates, and maintains detection systems and barriers to protect the SPR.  Systems in place at the sites include perimeter and internal area circulation controls, barriers, alarms, and closed circuit television. X-Ray and metal detectors are in place in New Orleans. The following defines SPR areas.

1. Property Protection Area - a non-alarmed area that is physically and legally delineated by the perimeter for the protection of DOE property (existing site security perimeters and the New Orleans administrative buildings, BC brine disposal wells, and offsite pipeline valve stations).

2. Exclusion Area - an alarmed area established for the protection of classified matter where mere access to the area would result in access to classified matter.  The DOE Communications Security (COMSEC) Facility is the only Exclusion area at the SPR.  SPR COMSEC Facility employees escort all visitors when inside the DOE COMSEC Facility.

3. National Critical Infrastructure and Key Assets are Property Protection Areas with a priority “A” designation, requiring enhanced protection.

CYBER SECURITY

The Cyber Security Program protects Classified and unclassified cyber security systems. The Cyber Security Program Plan provides reasonable precautions to protect computer hardware, software, and Privacy Act information from physical hazards and to prevent the loss of data or security compromise of unclassified sensitive information contained in the computer. The following regulations must be followed when using SPR computer equipment:

a. Protect passwords.

b. Properly secure computer equipment and software when not in use.

c. Report any misuse of computer terminals and related equipment.

d. Ensure that only data, programs, and models that are pertinent and necessary to the project or related to the work are being processed or used.

e. Report any loss of laptops and Personal Identity information on the laptops. 

OPERATIONS SECURITY (OPSEC)/COUNTERINTELLIGENCE (CI)

The Operations Security and Counterintelligence Programs provide guidance in countering hostile intelligence efforts, both foreign and domestic, that seek SPR information. Operations Security (OPSEC) is a program designed to disrupt or defeat the ability of foreign intelligence or other adversaries to exploit sensitive SPR activities or information and to prevent the unauthorized disclosure of such information. OPSEC refers to operational measures developed and implemented to strengthen the physical security, information security, personnel security, and communications security programs. OPSEC implements counterintelligence, computer security, and technical security methodologies in order to eliminate or control vulnerabilities that impact classified information protection measures.  

The Counterintelligence Program provides employees with information on how to detect, counteract, and prevent espionage, sabotage, and international terrorist activities. The CI Program also ensures that through the Security Awareness Program, SPR employees are aware of their responsibilities to report any contact with foreign nationals regarding sensitive subjects, classified information, or requests for sensitive unclassified information.

Because of the potential danger involved with foreign travel, all official foreign travel must be reported to M&O Security. Travelers may obtain additional information on the SPR Intranet, under Security and then Foreign Travel. 

The briefing informs employees who propose travel to sensitive countries about intelligence gathering methods they may be exposed to and about available defensive measures. This briefing is also available for unofficial foreign travel.

SUBSTANCE ABUSE POLICIES

Substance abuse poses risks to the health and safety of employees, as well as to DOE’s national security responsibilities. DOE participates in the federal effort to achieve a workplace free from substance abuse. This effort is designed to help abusers, as well as to meet the SPR’s responsibilities to safeguard sensitive information.

DOE’s objective in seeking a drug-free workplace is to maintain a safe and secure environment for employees while recognizing and respecting their privacy and legal rights. The use, sale, trafficking, transfer, or possession of substances or drugs listed in the schedule of controlled substances contained

in the Controlled Substances Act of 1970 (e.g., hallucinogens including marijuana and opium derivatives) is prohibited. This prohibition applies to DOE and DOE contractor employees both on and off duty.

Employee Assistance Programs offer counseling, referral, and educational services concerning illegal drug use, alcohol abuse, and other medical, mental, emotional, or personal problems of employees, particularly those which adversely affect behavior and job performance. (Because there are different Employee Assistance Programs for each company and site, the employee may request instructions on how to contact the Employee Assistance Program for his/her employer.)
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